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Today’s Discussion Will Focus On

= Dates, deadlines and details for AWIA compliance (and,
what EPA could fine you if you don’t certify!)

= Tools for assessing what the biggest risks to your facilities,
staff and operations actually are

= Why we recommend a collaborative approach to get the
greatest value from your compliance effort

= Best practices and lessons learned from our panelists’
experience developing these assessments




Our Panel

Lauren Miller, CC-P David Tanzi, PE, BCEE
Principal, Climate Change Services Senior Vice President,
Senior Project Manager
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What You Need.to Know
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America’s Water Infrastructure Act

= Passed and signed into
law in late 2018

= Community water systems

. [ 3§ AMERICA'S WATER
P erlosbpubanaRPRRY 12ASTRUCTURE ACT

= Emergency Response Plans (ERPs)

= $25,000 fine by the EPA per day
for non-compliance




Deadlines

RRA March 31, 2020
100,000+
ERP Six months after RRA certification
RRA December 31, 2020
50,000 — 99,999
ERP Six months after RRA certification
RRA June 30, 2021
3,300 - 49,999
ERP Six months after RRA certification

* RRA: Resiliency Risk Assessment | ERP: Emergency Response Plan




Assets to Consider

1. Pipes and constructed conveyances, physical barriers, source
water, water collection and intake, pretreatment, treatment,
storage and distribution facilities, electronic, computer, or
other automated systems (including the security of such
systems)

Monitoring practices
Financial infrastructure
Use, storage, or handling of chemicals

Lk

Operation and maintenance




Potential Threats to a Water System

Malevolent Acts Natural Hazards
(No guidance from EPA)

= Assault on the utility = Drought

= |ntentional contamination = Earthquake

= Cyber attack = Extreme temperatures

| e : \F/\IloodcI II:Ig |/Ligh T d
B} . i|/Lichtni

= Theft or diversion el et L e Roneae/e
= Volcano
= Wildfire

=  Pandemic
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EPA Certification

Message  Options.

B [fr e vm - KK &

© 0@ 5 Regisration| US EPA x o+
e o % 2| ZvAvy Anch
SARERLE e e U
€ c To: O awiasupport@epacdx.net (58]
ce @
Sublect:Risk and Resilince Assessment certficaton satement
’-"EP United States Environmental Protection Agency
Advanced Shared Services . Contact Us
‘Services ReauesTeo . . ificatic ity i Re
Registration Request pliance with America's. 2018
| Partner / Program / Role Would you like to log in to an existing account or register with an new account?
Program ID Log in to my account Register a new account
Terms & Conditions
Rules of Behavior Public Water System Identification Number:
Population erve
‘Account ProFiLE [ |
‘Account Owner ‘Date of the certification:
Organization Information [Part (0: certficaton statement ]
f
Emall Validation — Iame of certing offtl]
s
VeriFy IoenTiry
] condurted [] reviewed [] reviewedanrevised
SIGNATURE AGREEMENT d resi of it syster
1. The risktothesystemfrom maleolentacts nd atura hazrds
2 The resilenceof h ioe and consructedcomeyances, physica s, sorce v,
pretrestmen, resmert. .
decroni compter
Advanced SCS Home | Privacy and Security Notice which are utlized by the system;:
5. The montorngpracices of the st
Accessibility | Terms & Conditions 4. The financial infrastructure of the system;
5. The se, sorage, ot handing o vakouschemical by the syster; and
. The operationand aintenance o th e and
7. optonaly,
management fo thesystem.

Access online Send email asserting Mail a letter asserting
certification portal completion completion
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Don’t Just “Check the Box”

a Take a hard look at your risks

a Prioritize your needs and how to spend your resources

e Examine your operations in a new light
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CDM Smith Recommendations

0 Assess all the information you currently have

e Bring the organization together to get deeper
insights in a workshop

Develop the risk and resilience assessment

Develop the emergency response plan
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Assessing Your Information

= Evaluating project goals, a ih &
stakeholders, and current practices .A—\JIS'
= Gather GIS data, as-built drawings, l = l
descriptions of your assets, l
vulnerability plans, etc. m = =
| | |

Gather and organize these files in

such a way that they can be accessed E
as needed during the assessment




U N d erstan d | N g T h reats Risk and Resilience Assessment Tool

to facilitate compliance with

America’s Water Infrastructure Act (AWIA)

This tool is intended to be used to complete a Risk and Resilience to facilitate compli; with
the American Water Infrastructure Act (AWIA). The tool is designed to assist the utility track which of their
assets are critical to fulfill their mission and determine which of these critical assets are at risk to threats .

posed by malevolent acts and natural hazards as required by AWIA based on existing measures in place
related to preparedness, active response, and recovery. Each threat-specific risk assessment is located in an
individual tab to allow the user to choose which threats to assess. Once all relevant risk assessments have
been completed, the Risk Summary tab provides an overview of the critical assets that are most at risk and
to which threat. The tool has been designed following the process and intent of the American Water Works
crlﬂcal Assets Sumir [Association (\AWWA) Risk and Resilience Management of Water and Wastewater Systems (J100) Guidance

Back to Instructions

Document.
Asset ID Asset Name Highest Risk Score

X E e This tool is designed to facilitate compliance with AWIA. It is the user's responsibility to ensure that the - r
1/Water Treatment Plant $ 21,11350 AS4|informalion inputs and outputs of the tool are appropriate to meet the utility's compliance obligation

2|lscADA $ 41 553.00 Cy [under 84 CFR 11536(D) for conducting a Risk and Resilience Assessmen'gAWIA. 1l

053, ﬂ—m-p—-— .

3|Source water S 419,175.00 |Drought S 435,735.11
4|Well fields S 12,375.00 |Drought S 13,777.72
5|Large transmission mains S 811.22 [Finished Water Contamination - Intentional | $ 1,312.52
6/Small transmission mains S 50.50 [Sabotage - Physical S 100.76
7|Interconnections S 501.75 [Sabotage - Physical S 501.80
8|Maintenance equipment S 9,000.00 |Theft or Diversion - Physical S 9,049.50
9|Invoicing, payroll, bill payment S 85,500.00 |Cyber Attack on Business Enterprise Systems | $ 131,400.00
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Goals

Collaborate
Validate

Create
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Bringing the Organization Together




Questions We Ask Each Team

0 What are the most critical assets?

e What are the vulnerabilities you see?

e What can we do to mitigate threats and risks?




Workshop Schedule

Executives
Operations
Finance
Distribution
Engineers
IT

HR

Day 1 Day 2

s [ [ [u ] 2]z o] [wlulnli]z
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Most Insightful Outcomes

Significant vulnerabilities
beyond major plant
operations or physical
infrastructures

Building resilience does not
always mean huge capital
investment

£t

People are the Knowledge and
blggest asset to any experience is invaluable
utility’s operations




Finalizing ©



A Successful RRA has

Analysis of high-criticality assets and high-risk threats
Incorporates the AWWA’'s RAMCAP method

An assessment of vulnerability that considers advanced
preparation, immediate response and long-term recovery

Evaluation of the likelihood of various threats, using the
EPA Baseline Information on Malevolent Acts for
Community Water Systems as a guide




Two Related Deliverables

Spreadsheet of analysis that meets Written document that captures the
AWIA requirements methodology, considerations & results
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Emergency Response Plan

Strategies and resources to improve resilience
(including physical security and cybersecurity)

Plans procedures, and equipment for threat response

Actions, procedures, and equipment to lessen the impact
of malevolent act or natural hazard

Strategies to detect malevolent acts or natural hazards




Thank You




